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Policy Smart Sheet
This Smart Sheet outlines the major benefits and features of the Cyber Insurance Policy Wording. It is provided to you by
Edmund Insurance Pty Ltd (“Edmund” / “us”).
Importantly, this Smart Sheet does not detail any or all of the terms and conditions of the Policy. You should carefully
read the Policy Wording for details of each section, including but not limited to, cover, exclusions, and conditions.
As you progress to the Quote Estimate stage of the application, we will provide you a Quote Estimate based on the
information you have provided in the application. We will also prompt you to view this Smart Sheet.
As you progress to the final stages of the application, we will provide you a copy of your Application, a Declaration and
Edmund Terms of Business stating further details requiring your acceptance and confirmation. If you accept our quote
and finalise the transaction by paying the amount required, we will provide you a Policy Wording and Policy Schedule
which will detail the particulars specific to you and your cover.
You should carefully read all of the information and documentation we make
available to you at each stage, including your Duty of Disclosure.

POLICY WORDING: Edmund Insurance Pty Ltd - Cyber
Insurance Policy Wording - CLICK HERE to view the
Policy Wording

3.

CYBER INSURANCE COVERS
1.

2.

Event Recovery Costs – Costs you have incurred in
response to, and recover from, a Cyber Breach or
Cyber Threat of Extortion. Examples of such costs
are:
a.

Data restoration costs;

Third Party Liability - amounts you become legally
liable to pay arising out of a claim against you by a
third party and related to a Cyber Breach or Media
Liability Claim. For example:

b.

Computer forensic services;

c.

Credit monitoring and call centre services;

d.

Costs to notify persons of any privacy breach;

a.

Breach of privacy laws;

e.

Legal fees for defence of a regulatory proceeding;

b.

Loss of Data including Personal and Commercial
Information belonging to a third party;

f.

Public relations and crisis management services;

g.

c.

Unintentional transmission of Malware causing
harm to a third party;

Fees charged by the Edmund Emergency
Response Unit.

d.

Pharming, Phishing or using other electronic
communications designed to obtain Personal
or Commercial Information from a customer,
supplier or client under false pretenses;

e.

Denial of Service attack against a third party;

f.

Media Liability e.g. an error in handling digital
media including broadcasting material resulting
in defamation or invasion of privacy.

4.

Defence Costs - The Insurer has the right to defend
any claim against you which this Policy may respond
to under its Cover Sections.
a.

in the defence, settlement or appeal of a claim
against you; or

b.

a regulatory proceeding issued against you for
an actual or alleged breach of privacy laws or
payment card industry data security standards.
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5.

Business Interruption Loss – If the business is
interrupted by a Cyber Breach or Cyber Threat of
Extortion, and costs have been incurred (limited by
the 120 days Business Recovery Period and subject to
the 18 hours Waiting Period). Examples of such loss
are:
a.

Costs to avoid or mitigate the effects of the
interruption;

b.

Necessary additional expenses to continue
normal operations (Sub-Limit of Liability
$100,000); and

c.

A reduced Net Income because of the
interruption.

Cyber Threat of Extortion Response Costs – Expenses
and payments (with prior approval from the Insurer)
directly resulting from a credible extortion threat to
harm access to, or use of, your network, software or
data, including personal and commercial information.
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6.

Emergency and Expert Response Costs - Event
Recovery Costs (see Cover 3) incurred without
the Insurer’s prior written consent provided those
costs are incurred by the engagement of Edmund’s
Emergency Response Unit and as a result of a Cyber
Breach or Cyber Threat of Extortion.

If more than one Cover responds to a matter under the
Policy, you will only pay one Deductible, except where a
Cover and the Optional Cover for Social Engineering Fraud
Loss respond. In this case, you will be required to pay the
Deductible for Social Engineering Fraud Loss Cover and the
one Deductible.

7.

Optional Cover for Social Engineering Fraud Loss:
(Note: Applicable only if you request a quote by
selecting “YES” during the online application process
and we subsequently confirm that cover has been
provided.) Such loss may result from you having
paid or transferred any property, money or securities
because a person purported to be the Insured, a
client, or a supplier; and that person fraudulently
misrepresented a fact which you believed and relied
upon. A $100,000 Sub-Limit of Liability applies to
this Optional Cover.

All Deductibles are inclusive of costs. This means that the
Insurer will only pay for loss or damages that exceed this
amount; therefore the applicable Deductible will be borne
by you and shall remain uninsured.

COST OF POLICY: The Total Amount Payable is the
amount as quoted by us before you buy the Policy. That
amount will apply to the Policy Period of 365 days (unless
we advise otherwise) and the separate components of the
amount will be detailed for your information.
LIMIT OF LIABILITY: As selected by you, as offered by
us, and as stated in the Policy Schedule once cover is
confirmed.
SUB-LIMITS OF LIABILITY: As selected by you, as offered
by us, and as stated in the Policy Schedule once cover is
confirmed. Also see Covers 4 and 7 above, and the Policy
Wording for more detail.

APPLICATION OF LIMITS
•

One Limit of Liability is shared across all Covers.

•

The Limit of Liability is inclusive of costs. This means
that the Limit of Liability includes both the legal costs
and expenses incurred in defending a claim as well as
any settlement amount.

•

Any Sub-Limit of Liability, e.g. for Social Engineering
Optional Cover, if selected by you and confirmed by us,
is the maximum the Insurer will pay for that Cover. A
Sub-Limit does not increase the Limit of Liability in any
way.

DEDUCTIBLES
$2,500

[or as quoted otherwise for certain applicants]
each and every claim, except Social Engineering
Fraud Loss Cover.

$10,000 each and every claim under the Social
Engineering Fraud Loss Cover (if this Cover has
been selected by you and confirmed by us).

WAITING PERIOD
18 hours Waiting Period for each and every claim under
Business Interruption Loss Cover. The Waiting Period
must elapse from when the Business Interruption is first
Discovered by the Insured’s Executive before Business
Interruption Loss cover applies.
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See Policy Wording Section 4 – Claims Conditions for
further detail.
BUSINESS RECOVERY PERIOD within the Business
Interruption Loss Cover: Business Recovery Period means
the period of cover between the Discovery of the Business
Interruption, following the expiration of the Waiting Period,
until the time that Net Income of the business returns
to that which would have been earned were it not for the
Business Interruption. This period is limited to 120 days.
JURISDICTION: Worldwide, excluding the United States of
America or its territories or protectorates.
GOVERNING LAW: Australia
RETROACTIVE DATE: The Policy may be limited by a
Retroactive Date stated in the Policy Schedule. The Policy
does not provide cover in relation to any claim arising from
any actual or alleged act, error, omission or conduct that
occurs before the commencement of the Policy Period,
unless such retroactive liability cover is extended by the
Insurer and represented by a specific date at the time of
quote and stated on the Policy Schedule. That date is the
Retroactive Date and in many instances will be 365 days
prior to the start of the Policy Period.
ENDORSEMENTS: Variations to the Policy will apply only
if quoted to you and confirmed by us. Any applicable
Endorsements attaching to the Policy will be provided to
you in writing.
A REMINDER - You should review the Policy Wording for
full details.
GENERAL EXCLUSIONS: The Insurer will not pay for any
benefit or service or make any payment arising out of,
based upon or attributable to:
•

any fact or circumstance known to the Insured prior to
the Policy Period.

•

any Claim or Cyber Threat of Extortion made against
the Insured or Cyber Breach first discovered prior to the
Policy Period.

•

any legal proceedings commenced in the United States
of America or its territories or protectorates.

•

bodily injury or property damage. Some exceptions
apply.

•

guarantee or warranty, or contractual liability.

•

dishonest, fraudulent conduct. Some exceptions apply.

•

breach of competition or employment law or contracts.

•

professional services.

•

infringements or misappropriation of trade secrets or
patents.
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•

financial trading or personal loss of funds including
any theft of money or securities or property from or to
an insured’s accounts. The latter part of this exclusion
is limited if you select Social Engineering Fraud Loss
Cover.

•

bankruptcy, liquidation or insolvency.

•

mechanical or electrical failure or interruption.

•

wear and tear or gradual deterioration.

•

fire, smoke, explosion, lightning, wind, water, flood,
earthquake, volcanic eruption, tidal wave, landslide,
hail, or any other like event.

•

any violation of sanction, prohibition or restriction
under the United Nations resolution, or trade economic
sanctions, laws and regulations of Australia, the United
States of America, European Union or United Kingdom.

•

discharge, disposal, escape of Pollutants.

•

strike, riot or civil commotion.

•

seizure or requisition or destruction by order of any
government or civil or military authority.

•

war or acts of terrorism.

•

use of illegal or unlicensed software.

•

fault, defect error or omission in design, plan
specification, material or workmanship, of or on the
Insured Network.

•

software errors.

•

product recall.

•

any cryptocurrency such as Bitcoin, unless as a
payment under Cyber Threat of Extortion.

•

any value of Digital Assets.

NOTIFICATION OF CLAIMS:
Prior written consent from the Insurer is required for
any admission, offer or settlement, excepting Cover 6
Emergency and Expert Recovery Costs.
Any claim payment will be contingent upon your due
observance and fulfillment of the terms and conditions of
the Policy, and on the truth of statements in the Proposal
and in the Policy Schedule.
Notices must be given as soon as practicable:
•

•

For a Cyber Breach or Cyber Threat of Extortion, notify
Edmunds Emergency Response Unit as detailed on the
Policy Schedule.
For a Claim made against you due to a Cyber Breach or
Media Liability, give written notification to the Insurer
as detailed in the Policy Schedule “Claims Notices”.

which Macquarie Pacific Funding or Edmund are open for
business. If on the 30th day after the Monthly Premium
was due, the Insured has failed to pay the outstanding
Monthly Premium to Macquarie Pacific Funding, then
Edmund acting on behalf of the Insurer, will immediately
cancel this Policy.
If the Insured defaults and fails to pay the Monthly
Premium by the due date, Edmund acting on behalf of the
Insurer, will:
a. Issue a default notice advising the Insured to pay the
Monthly Premium within 30 days of the due date,
otherwise the Policy will be cancelled.
b. Not pay a claim made by the Insured under the Policy
which occurs whilst the first Monthly Premium remains
unpaid, unless the Insured pays the first Monthly
Premium within 14 days of the due date.
If the Insured makes a claim under the Policy for an
insured event that occurs whilst the Monthly Premium
remains unpaid, except where the Insurer can refuse to
pay the Claim entirely (as stated above), the Insurer will
deduct the Monthly Premium from any claim paid to
the Insured and pay the Monthly Premium to Macquarie
Pacific Funding. Payment of a claim does not affect the
Insurer’s rights to cancel the Policy in accordance with the
Insurance Contracts Act 1984 (Cth).
The Insured can cancel the Policy on 30 days notice to
the Insurer at Edmund Insurance Pty Ltd, GPO Box 1246
Brisbane QLD 4001 or Email: info@edmundinsurance.
com.au

THE AGENT
Edmund (ABN 65 619 424 958) acts under a binding
authority agreement to administer and issue this policy.
And when doing so, acts as an Agent for the Insurer and
not for the Insured.
Edmund is a Corporate Authorised Representative (AR
Number 1259810) of Bellrock Broking Pty Limited
(“Bellrock”) ABN 68 122 809 830. Bellrock holds an
Australian Financial Services Licence (AFSL Number
310545).
Edmund’s contact details: Suite 21, 65 James Street
Fortitude Valley QLD 4006. GPO Box 1246, BRISBANE
QLD 4001.
Phone:
Email:
Web:

1300 833 368
info@edmundinsurance.com.au
www.edmundinsurance.com.au

CANCELLATION OF THE POLICY
No refund shall be provided regardless of the date of
cancellation, unless a refund is required by the Insurance
Contracts Act 1984 (Cth). The Premium will be fully
earned by the Insurer at the inception of the Policy.
If the Insured chooses to pay the Monthly Premium using
the direct debit facility, payment is due on the due date.
A payment received after that date is overdue and may not
be credited to the Insured’s account until the next day on
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THE INSURER AND ULTIMATE SECURITY
Munich Re Syndicate at Lloyd’s is the Insurer on this
Policy. Lloyd’s Australia is the representative office of
Lloyd’s. Contact details: Lloyd’s General Representative
in Australia, Lloyd’s Australia Limited, L9, 1 O’Connell St,
SYDNEY NSW 2000
Phone:
Fax:
Email:

(02) 8298 0700
(02) 8298 0788
idraustralia@lloyds.com

4

Edmund Insurance Pty Ltd
ABN 65 619 424 958
Suite 21, 65 James Street Fortitude Valley QLD 4006
GPO Box 1246, Brisbane, Qld 4001
1300 833368
info@edmundinsurance.com.au
www.edmundinsurance.com.au

edmundinsurance.com.au

